(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property Organic tion 
International Bureau 




(43) International Publication Date (10) International Publication Number 

3 October 2002 (03.10.2002) PCX WO 02/078 1 99 A3 



(51) International Patent Classification 7 : G06F 17/60 

(21) Internationa] Application Number: PCT/ILO2/0O236 

(22) International Filing Date: 2\ March 2iXtt (21 03.20E>) 

(25) riling Language; English 

(26) Publication Language; English 



(30) Priority Data: 
60/277,996 
60/278,010 
60/278,065 
09/853,017 
PCT/IL0 1/0075 8 



22 March 2001 (22.033001) US 

22 March 2001 (22.032001) US 

22 March 2001 (22.03.2001) US 

10 May 2001 (10.05.2001) US 

14 August 2001 (14.08.2001) IL 



(63) Related by continuation (CON) or continuation-in-part 
(OP) to earlier application: 

US PCT/ILO1/0O758 end (CD>) 

FUcd On 14 August 2001 (14.08.2001) 

(71) Applicant (for all designated Stares except US)*. COM- 
SENSE TECHNOLOGIES LTD- [EVIL]; 8 Jerusalem 
Avenue, 68021 Jaffa (IL). 



(72) Inventors; and 

(75) Inventors/Applicants (for US only): ANATX, Ram 
flL/EL]; 16 Haetrog Street, Kfar Bramdes, 38244 Hadcra 
(IL). CLUKUOV, Maxim [1L/1L]; 61/44 Slum Street, 
96750 Jerusalem (IL). ATSMON, DAN \UAL}; 16 Hash^ 
nayira Street, 53230 Givataim (CL). SPEYER, Gavriel 
[US/&.J; 32 Hazohar Street, 62914 Tel-Avjv (IL). 

(74) Agents: FENSTER, Paul et ah; faster & Company 
Patent Attorneys, Ltd., P. O. Box 10256, 49002 Petach 
Tikva (IL). 

(81) Designated Slates (national^ AE> AG, AL, AM, AT 7 AU, 
AZ, BA, BB T BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU, 
CZ, DE, DK, DM, DZ> EC, EE, ES, PI, GB, GD, OR, GH, 
GM, MR, HU, ID, IL IN, IS, JP, KG, KP, K&, KZ t LC, 
LK, LR. LS, LT, LU, LV, MA, MD, MG, MK> MR MW, 
MX, MZ, NO, NZ, OM, PH, PL, PT, RO, RU, SD t SE, SG, 
SI, SK, SL, TJ. TM, TO, TR, IT, TZ, UA, UG, US, UZ> 
VN, YU, ZA, ZM, ZW. 

($4) Designated States (regional): ARIPO patent (GH, GM T 
KEs LS> MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW), 
Eurasian patent (AM, A/„ BY, KG, KZ, MD. RU, TJ, TM), 

[Continued on next page] 



is (54) Title; A METHOD AND SYSTEM FOR REMOTELY AUTHENTICATING IDENTIHCATION DEVICES 



; MERCHANT WEBSITE 



CS 
LICENSE 
(OPTIONAL) 




5 

On 
on 

s 

(57) Abstract A method of authenticating, using an authentication server, the use of an authentication device over a communication 
^ network via an intermediate communication device, comprising: receiving an authentication datagram by said intermediate device; 

protecting said datagram by said intermediate device, by at least one of changing, adding to, encrypting and signing of said datagram; 
^ and forwarding said datagram to said authentication server for authentication. 



WO 02/078199 A3 IIIliilllDBIIIIIIHGIUIill 



European patent (AT, BE, CH, CY ( DE, DK, ES, H, FR, 
GB, GR. ffi, IT. LU t MC, NL, PT, SE, TR\ OAPl patent 
(BP, BJ, GR CG, CI, CM, GA, GN, GQ, GW, ML, MR, 
Mfi, SN, TD.TG). 

Published: 

— with international search report 



(8$) Date of publication of the international search report; 

27Febiuaiy2003 

For two-letler codes and other abbreviations, refer to the "Guid- 
ance Notes on Codes and Abbreviations" appearing at the begin- 
ning of each rvgutar issue of the PCT Gazette. 



INTERNATIONAL SEARCH REPORT 



International application No. 
PCT/IL02/00236 



A. CLASSIFICATION OF SUBJECT MATTER 

IPC(7) : C06F 17/60 

US CL : 70S/64 
According to International Paiem Classification or to both national classification and IPC 



B* FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 
U.S. : 705/64, 01,67, 72, 75 



Documentation searched other than minimum documentation to the extcnr chat such documents are included in the fields searched 
World-Wide Web 



Electronic data base consulted during the international search (name, of data base and, where practicable, search terms used) 
DIALOG search terms: authentication. ActiveX, datagram, merchant, secure transaction 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category * 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim Ho. 



A 
A 



US 5,903.721 A (Sixtus. Timothy) 11 May 1999 (1 LOS. 1999), Abstract, Specifications 
US 6,332,163 Bi (Bowman-Amiiah) IS Dec 2001 (18.12.2000 Abstract, Specifications 



1-56 
1-36 



I I Further documents are listed in the continuation of Box C. See patent family annex. 



• Special categories af cited dacwneixs: 

"A" decomau detlnjng the general site of 0 s * art which is noi considered to be 
of panfcu tor relevance 

"B* cutter afpiicaltoa or patent published on or after (he inxerntf tonal filing due 

"L" doctoiftm wtjitti may throw doubts oq priority claim(s) or which is died id 
eaaWish the publication due of another citation or other special reason {as 
.specified) 

m OT documtm referring m an oral disclosure, use. exhibJrion cr Other means 

"P" document poMlthed prior to (he inxtrnaiiotuJ filing date but kict than (he 
priority date claimed 



-A" 



brer document published a&r (no Lueraariooal frJing date or priority 
date and not in conflict with the application but died to understand the 
principle or theory uodcf tytna the invention 

docpauent of particular relevance; the claimed invention camot be 
coujidef ed novel or cannot be considered to Involve an ravcntfve wep 
\wien the document is uken alone 

document of particular reb«ance: the ebin*yj Invention cannot he 
considered to involve an inventive step wntn die document u 
combined with one or more other such rjctumenis. such corabinaiion 
being Obvious to a person Stilted In die art 

document member of the same oaleni f amity 



Data of the actual completion of the international search 
04 November 2002 (04. M. 2002) 



Name and mailing address of the ISA/US 
ComnuJ&idner of Parents and Trademarks 

Boxpcrr 

Wuhingto*. D.C. 20231 
FacstmUe No. {703)305-3230 



Date of mailing of the imernalional search report 




TdephoneNo. 703-308*11 J3 



Form PCT/ISA/2I0 (second sheet) (July 1998) 



